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Hay4yHada 3ajaua

3 /21

B YyeHble N pa3paboTumMkm no BcemMy MuUpy paboTaloT Hag obecrneyeHuem
MH$OpMaLMOHHON 6€30MaCcHOCTU CETEBbIX CUCTEM.

W NlaHHas 3a3ga4a SBASETCA CNOXKHOM M XapakTepusyeTcs pa3Hoobpasuem
yrpos, a Takxe LWUPOKUM CneKTpom TpeboBaHmn besonacHocTn. Bonee Toro,
HOBble YSI3BUMOCTW OOHApyXMBAlOTCA HA eXeAHEeBHOW OCHOBE, B TO BpeMs
KaK M3BECTHble YSI3BUMOCTM BCE elle MPUCYTCTBYIOT B paboTatowmx cuctemax.

B [lpn 3TOM MHOrMe YCTPOWCTBA He npeAcTaB/ieHbl B OTKPbITbIX 6a3ax
YA3BUMOCTEM, YTO He MO3BOASET NOAYUYNTb MHPOPMaALNIO 06 NX YA3BUMOCTAX,
a TaKXXe NCMNO/b30BaTb AaHHbIE YA3BMMOCTU MPU NOCTPOEHUM rpadoB aTak.

BB paHHoM paboTe bbla mMccaesoBaHa MNPOM3BOAUTENBHOCTb PA3/IUYHbIX
moamndukaumin BERT npu peweHnn 3asayum MpOrHO3MPOBAHUA KaTeropuwu
YA3BUMOCTEN B KOHPUrypaLumax yCTPOUCTB.

B B faHHOM MCCNef0BaHUKM B KayecTBe KOH$Urypaumn paccmatpmaaeTca Habop
CPE (Common Platform Enumeration), rae CPE 3To cTpykTypupOBaHHbIN
wab10H onucaHusa KOHGUrypaLunm yCTponcTs.

CopepxxaHue 3agava MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




OCHOBHbIe NOHATUA

B CVE (Common Vulnerabilities and Exposures) — popmaTt onucaHus ya3BMMOCTEMN.

m KnovyeBon  3agaven CVE  Program
aBAseTCca naeHTUdMKaLma, onpeaeneHue,
M XpaHeHWe N3BECTHbIX YA3BUMOCTEN.

BB gaHHOM KaTanore  ANS  KaX/AoM
YA3BMMOCTHU CyLliecTByeT Toabko ogHa CVE
3anuck. [pu 3TOM 3aga4a obHapyxeHUa U
A06aBNeHNs ySI3BUMOCTEN BO3/I0XKEHA Ha
OpraHu3auunu no Bcemy Mupy.

B Kaxaas CVE 3anuchb COAEePXUT
cneaylolwyo  MHPOpMaLMIO:  OMNMCaHue,
CCblNKYM, KOHburypaumm, metpukm CVSS
(Common Vulnerability Scoring System) 2"
n 3% Bepcuit), cnaboctu CWE (Common
Weakness Enumeration).

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI

JAXCVE-2022-3215 Detail

Description

NIOHTTP1 and projects using it for generating HTTP responses can be subject to a HTTP Response Injection attack. This
occurs when a HTTP/1.1 server accepts user generated input from an incoming request and reflects itinto a HTTP/1.1
response header in some form. A malicious user can add newlines to their input (usually in encoded form) and "inject"
those newlines into the returned HTTP response. This capability allows users to work around security headers and
HTTP/1.1 framing headers by injecting entirely false responses or other new headers. The injected false responses may
also be treated as the response to subsequent requests, which can lead to XSS, cache poisoning, and a number of other
flaws. This issue was resolved by adding validation to the HTTPHeaders type, ensuring that there's no whitespace
incorrectly present in the HTTP headers provided by users. As the existing APl surface is non-failable, all invalid
characters are replaced by linear whitespace.

severity |

CVSS 3.x Severity and Metrics:

\ NIST: NVD Base Score: Vector:
ot [rsnen]

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

fbl,

NVD Analysts use publicly

information to associate vector strings and CVSS scores. We also display any CVSS
information provided within the CVE List from the CNA.

Note: NVD Analysts Rave published a CVSS score for this CVE based on publicly available information at the time of analysis.
The CNA Kas not provided a score within the CVE List.

NcTouHuk: https://nvd.nist.gov/vuln/detail/CVE-2022-3215



https://nvd.nist.gov/vuln/detail/CVE-2022-3215

OCHOBHbIe NOHATUA

B CVSS (Common Vulnerability Scoring System) — ctaHgapT gns onvcanusa metpuk CVEs.

m LOCAL access vector ns CVSS v2 il i
6bin pasgeneH Ha PHYSICAL u LOCAL e
LOCAL access vectors B CVSS v3. Access vector ADJACENT NETWORK ~ ADJACENT NETWORK

NETWORK NETWORK

NONE
BB CVSS v2 He npeacTaBieHa Privileges required LOW
. . HIGH

meTpuka privileges required, a
NONE NONE
B CVSS v3 — He npeacTaBieHa Confidentiality PARTIAL LOW
meTpuka obtained privileges. e —
NONE NONE
o o Integrity PARTIAL LOW

B Ha MOMEeHT Haweu nocaegHUmn Impact COMPLETE HIGH

nposepky, B NVD 6b110 NONE NONE

Availability PARTIAL LOW

npeactasneHo 199996 CVEs, Py e
ANS 173952 U3 KOTOPbIX Obliu F5 s—
M3BECTHbI V2 METPUKKU U AN1 FALSE
115651 - v3 wMeTpukn. O6be ; TRUE
395 3 P Obtained privileges ot FALSE
BEPCUM METPUK OblAN AOCTYMHbI =

TONbKO Ansi 100581 CVEs. Sl FALSE

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




OCHOBHbIe NOHATUA

Description

B Ha oCHOBe 3HaYeHWW TaKMmX METPUK, KaK  Cl11  access PHYSICAL, required NONE, obtained NONE/OTHER

C112  access LOCAL, required NONE, obtained NONE/OTHER
access vector (PHYSICAL, LOCAL, €113  access ADJACENT NETWORK, required NONE, obtained NONE/OTHER

ADJACENT N ETWORK N ETWORK) C114  access NETWORK, required NONE, obtained NONE/OTHER
priv“_eges reqUIred (NON E’ USER’ ADMI N)’ 4 C121  access PHYSICAL, required NONE, obtained USER
obtained pr|V|Ieges (OTHER, USER, ALL) Bce C122  access LOCAL, required NONE, obtained USER

C123  access ADJACENT_NETWORK, required NONE, obtained USER
CVEs 6bimn pa3zesieHbl Ha 24 KaTeropum. C124  access NETWORK, required NONE, obtained USER

C221  access PHYSICAL, required LOW, obtained NONE/OTHER/USER

C222  access LOCAL, required LOW, obtained NONE/OTHER/USER
C X X X C223  access ADJACENT_NETWORK, required LOW, obtained NONE/OTHER/USER
C224  access NETWORK, required LOW, obtained NONE/OTHER/USER

| l
N . . ) C131  access PHYSICAL, required NONE, obtained ALL
Initial access rights: Obtained access rights: C132  access LOCAL, required NONE, obtained ALL
{NONE: 1, USER: 2, ADMIN: 3} {OTHER: 1, USER: 2, ALL: 3} C133  access ADJACENT_NETWORK, required NONE, obtained ALL
C134  access NETWORK, required NONE, obtained ALL

Access vector:
{PHYSICAL: 1, LOCAL: 2, ADJACENT_NETWORK: 3, NETWORK: 4} C231  access PHYSICAL, required LOW, obtained ALL

C232  access LOCAL, required LOW, obtained ALL

C233  access ADJACENT_NETWORK, required LOW, obtained ALL
C234  access NETWORK, required LOW, obtained ALL

® [1pn 3TOM Ha3BaHWe kaxaoun kateropum CVE
C331  access PHYSICAL, required HIGH
3aKoaupoBaHo B popmate CXXX, OMUCAHNE (335 ecess LOCAL, required HIGH

C333  access ADJACENT_NETWORK, required HIGH
KOTOPOro AaHO Ha pUCyHKe Bbllle. C334  access NETWORK, required HIGH

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




OCHOBHbIe NOHATUA

B CPE (Common Platform Enumeration ) — CTpyKTYpMpPOBaAHHbLIM LWAabJ0OH A9 ONUCAHUS
annapaTHbIX M NPOrPaMMHbIX 3/IEMEHTOB, MPUIOXEHNI, ONEPALMOHHbBIX CUCTEM U T.M.

cpe:<cpeversion>:<part>:<vendor>:<product>:<version>:<update>:<edition>:
<language>:<swedition>:<targetsw>:<targethw>:<other>

Q SearCh Results (Refine Search) Sortresults by: Publish Date Descending v

Search Parameters: There are 14 matching records.

Results Type: Overvie Displaying matches 1 through 14.
. ype: view

 Keyword (text search):

.......

e CPE Name Search: true

Vuln ID 1k Summary @ CVSS Severity £[C
CVE-2022-39875 Improper component protection vulnerability in Samsung Account prior to version 13.5.0 allows attackers to V3.1: | 4.4 MEDIUM
unauthorized logout. 2.0:(not available)

Published: October 07, 2022; 11:15:23 AM -0400

CVE-2022-39874 Sensitive log information leakage vulnerability in Samsung Account prior to version 13.5.0 allows attackers to V/3.1: | 5.5 MEDIUM
unauthorized logout. V2.0:(not available)

Published: October 07, 2022; 11:15:23 AM -0400

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




OCHOBHbIe NOHATUA

BB NVD B3aumocsasn mexgy CVEs m CPEs 3agaHbl C nomouwblo
IOrNYEeCKMUX Bblpa>XeHUN.

Hanpumep, CVE-1999-0016 cBsi3aHa CO cegytouien KOHpUrypaumei:

AND(OR({"cpe23Uri": "Cpe:2.3:0:CiSCO:I0S:7000: ¥ F ¥ x F ok kit
"cpe_name": [, "vulnerable": true}), OR({"cpe23Uri":
"cpe:2.3:a:gnu:inet:g.ox: ¥ XX Xk k k! Mcpe_name": [], "vulnerable:
true}, {"cpe23Uri": "cpe:2.3:a:microsoft:winsock:2.0:%: % * * % %"

"cpe_name": [], "vulnerable": true}))

Takmm obpasom, cneaylowmne napbl M3 OMNEpaLUOHHOM CUCTEMbI U
NPUNOXKEHUN HeObXOAMMbI Ha YCTPOUCTBE, YTOObI OHO ObINI0 YA3BUMO ANA
skcnayaTauum CVE-1999-0016:

Cpe:2.3:0:CiSCOo:i05:7000: * ¥ :* *: % %% AND
cpe:2.3:a:gnusinet:g.oq: ¥ x x kox k%

Cpe:2.3:0:CiSCOo:i05:7000: * ¥ :* *: % %% AND
cpe:2.3:a:microsoft:winsock:2.0: % %% % % % %

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




OCHOBHbIe NOHATUA

B BERT npeacTtaBnset cobon HeMpoCeTeBYHO apXUTEKTYpPY
Ha OcHoBe TpaHcdopmepoB, kKoTopas bblna paspaboTaHa
ANS peweHns 3aga4y obpaboTkM ecTecTBEHHOro A3blKa
(NLP). [JaHHaa apxuTekTypa WCMOAb3yeT CTeK CJ/10€B
npeobpasoBaTenfa-KOANPOBLLMKA U NpesobyyeHue.

B RoBERTa (Robustly Optimized BERT Pretraining
Approach) npeacrasnset cobon moandukaumo BERT, rae
MOZe/b 6blna npesBapuUTebHO obyuyeHa C
Mcnonb3oBaHMeM 6osiee A/IMHHBIX NOCNEA0BATE/IbHOCTEN,

Bm XLM-RoBERTa (Cross-lingual Language Model RoBERTa)
npeactasasier cobon mogmdukaumnto RoBERTa, koTopas
6blna 06yyeHa Ha MyNbTUA3BIMHOM Habope AaHHbIX.

> - > —> > >
— > > —
—> > > >
:—>—>—>—>

B DeBERTa (Decoding-enhanced BERT with Disentangled
Attention) npeactaBnsetca cobon moamndukauymo BERT,
r4e MCNosib3yeTcst MeXaHW3M pacnyTaHHOrO BHUMaHUS.

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




Llenb uccnepgoBaHus

10 [ 21

M /13BeCTHO, YTO KOHPUrypaLumn, KOTopble CBSA3aHbl o cxoxmmmn CVEs moryT nmetb cxoxune CPE URIs.
MNpeanonaraetcs, yto CPE URIs, koTopble cBA3aHbl cO cxoxnmun kateropusamm CVE, cuabHee cxoxu
Apyr c apyrom, yem CPE URIs, koTopeble cBsizaHbl € Apyrumn kateropmamm CVE.

Q SearCh Results (Refine Search) Sortresults by: Publish Date Descending v m

Search Parameters: There are 14 matching records.

Displaying matches 1 through 14.
« Results Type: Overview playingr roug

« Keyword (text search):

[ cpe:2.3:a:samsung:account:10.8.0.4:™:": %" M

« CPE Name Search: true

Vuln ID 1 Summary @ CVSS Severity ¢

CVE-2022-39875 Improper component protection vulnerability in Samsung Acc
unauthorized logout.

T to version 13.5.0 allows attackers to V/3.1: | 4.4 MEDIUM
V2.0:(not available)

Published: Octo 2;11:15:23 AM -0400

CVE-2022-39874 Sensitive log information leakage vulnerability in Samsung Account prior to version 13.5.0 allows attackers to I: 5.5MEDIUM
unauthorized logout V2.0:(not available)

Published: October 07,2022; 11:15:23 AM -0400

Description

C111
C112
C113
C114

access PHYSICAL, required NONE, obtained NONE/OTHER

access LOCAL, required NONE, obtained NONE/OTHER

access ADJACENT_NETWORK, required NONE, obtained NONE/OTHER
access NETWORK, required NONE, obtained NONE/OTHER

C121
C122
C123
C124

access PHYSICAL, required NONE, obtained USER

access LOCAL, required NONE, obtained USER

access ADJACENT_NETWORK, required NONE, obtained USER
access NETWORK, required NONE, obtained USER

c221
P (222
c223
224

access PHYSICAL, required LOW, obtained NONE/OTHER/USER

access LOCAL, required LOW, obtained NONE/OTHER/USER

access ADJACENT_NETWORK, required LOW, obtained NONE/OTHER/USER
access NETWORK, required LOW, obtained NONE/OTHER/USER

C131
C132
C133
C134

access PHYSICAL, required NONE, obtained ALL

access LOCAL, required NONE, obtained ALL

access ADJACENT_NETWORK, required NONE, obtained ALL
access NETWORK, required NONE, obtained ALL

C231
C232
C233
C234

access PHYSICAL, required LOW, obtained ALL

access LOCAL, required LOW, obtained ALL

access ADJACENT_NETWORK, required LOW, obtained ALL
access NETWORK, required LOW, obtained ALL

C331
C332
C333
C334

access PHYSICAL, required HIGH

access LOCAL, required HIGH

access ADJACENT_NETWORK, required HIGH
access NETWORK, required HIGH

M 3HauYnT, MOXHO NporHo3npoBaTh kateropum CVE anqa yctponcTs Ha ocHoBe cnncka nx CPE URIs.

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCnepumMeHT 3aksoyeHue KoHTakTbI




[Tloaxoa K uccneaoBaHUIO

W LLar 1. N3BneyeHne gaHHbIX A5 6a3bl yI3BUMOCTEMN.

ApxuBbl ¢ gaHHbIMK CVES B JSON dopmaTte moryT 6biTb BbirpyeHsl 13 NVD c ux Beb ctpaHuubl.

B pamkax AaHHbIX ¢pannoB, y KaXA0N YI3BUMOCTM eCTb OMUCAHME, CBA3AHHbIE C HEWN CCbIJIKMY,
meTpukn CVSS, ys3BuMble KOHPUrypauum 1 kateropum ciabocren.

Mocne Toro kak Bce ¢anabl BbIFPY>XeHbl M pacnakoBaHbl, He0bxoaMMoO noaroToBuTb 6Hasy
AaHHbIX Ans xpaHeHus CVEs. B pamkax gaHHoro uccnegosaHusi, bblna ncnonb3osaHa CYB/,
PostgreSQL. [Nocne 3aBepweHua pa3paboTkm cTpykTypbl 6a3bl AaHHbIX, OCYL,ECTBAAETCS
obpaboTtka Bcex pansioB 1 gobaBneHue 13BAEUEHHbIX JaHHbIX B 6a3y ySA3BUMOCTEN.

b > ¢ python >

Copep>xaHue 3apava MoHATuA Lenb Moaxoa JKCnepuUmMeHT 3aksoyeHue KoHTakTbI




[Tloaxoa K uccneaoBaHUIO
[ wea [ ez | wes | Wy | s

W Lar 2. MoarotoBka HAbOPOB AAHHBIX.

B paspabotaHHoM 6a3e AaHHbIX, WMHPOpPMauMa 0O YA3BUMOCTAX pacnpeseneHust Mexay
MHOXecTBOM Tabauu. ChegoBaTenbHO, HEO6XOAMMO UCMONb30BaTh ChelmasbHble SQL 3anpochl

ANS n3BneveHns KOHpuUrypaumm, cesasaHHbix ¢ CVEs.

Tak>xe, npy noarotoBke HAbOPOB AaHHbIX, Kaxaasa cTpoka CPE URI 6bin1a npegobpaboTaHa:
cpe:2.3:a:gnu:glibc:2.38: %% *:* % %%, 3 gnu glibc 2.38

N cBsizaHa co 3HayeHMsaMu access vector, privileges required u privileges obtained.

& python >

Copep>xaHue 3agava MoHATuA Lenb Moaxoa JKCnepuUmMeHT 3aksoyeHue KoHTakTbI



[Tloaxoa K uccneaoBaHUIO

M Lar 3. OueHka NpoM3BOAUTENILHOCTU MOAEEN.

[pon3BOANTCA OLEHKA NPOU3BOAUTENBHOCTU MOZENEN NPWU NMPOFrHO3NMPOBAHMUM 3HAYEHUIN TAKUX
MeTpukK, Kak access vector, privileges required u privileges obtained. MNpn 3Tom moagenu
ONTUMM3MPOBANNCH NOA NPOrHO3MPOBAHME KAX 0 METPUKU NO OTAENBHOCTY.

MNpepobpaboTka paHHbIX 3akatovanace B obpaboTke TekCTa C MOMOLWbIO NpesBapuUTE/IbHO
0by4YeHHbIX TOKEHM3ATOPOB M MPUMEHSIEM 3aMOJIHEHWE A0 AAMHbI 192. s NoucKa Ay4lmx

peweHnn, bbin ncnonbzosaH ontTummsatop AdamW.

»):e > > 2 3

Copep>xaHue 3apava MoHATuA Lenb Moaxoa JKCnepuUmMeHT 3aksoyeHue KoHTakTbI



[Tloaxoa K uccneaoBaHUIO

W LUar 4. OnTuMmnsayms runepnapameTpoB MOAeeN.

Ha npegbigywem ware 6bin nonyyeH psg Mojenen ANa AasbHEWWero yaydweHus. 3ajada
AAHHOrO LWara 3akai4vaeTcs B BbibOpe Nyywux runeprnapameTpoB A/s KaXAOW MOAenu no
KaXA0W 3asaum, He gonyckasa nepeobyyeHus (overfitting).

OnTuMmM3aLms rmnepnapameTpoB bblia ocywecTBaeHa ¢ noMouwbio dpenmeopka Optuna. Beian
ncnonb3zosaHbl HyperbandPruner m TPESampler, npn 3Tom koanyectBo nonbiTOK 6bla0
orpaHuyeHo 150. Kaxaas mogenb bblna obyyeHa B TeYUEHUN 4 SMOX.

NTorom AAHHOIoO Wara AaBadTcAa 3 ONTUMU3UPOBAHHbIE MOAE/IN.

' . 7
i =]

Copep>xaHue 3agava MoHATuA Lenb Moaxoa JKCnepuUmMeHT 3aksoyeHue KoHTakTbI




[Tloaxoa K uccneaoBaHUIO

B Llar 5. OueHka NpoOrHO3MPOBAHNS KAaTeropnm ysi3BUMOCTEMN.

Ha gaHHOM wware, Mbl 06beanHAEM NPOrHo3bl Mogesiel, B CNMCOK KaTeropui ysa3aBUMOCTeN B
COOTBETCTBMW C MOPOrOBbIMU 3HAYEHUAMM, KOTOpPbIe OnpesensitoT MUHUMaJIbHYI0 BEPOATHOCTb
MPUHATUA NPOrHO3a:

[0.92: NONE, 0.82: USER, 0.01: ADMIN]
ec/11 noporosoe 3HavyeHue paBHO 0.80, Torga nogxoaat NONE 1 USER.

3aTeM OLEHMBAETCA KAuyeCcTBO MPOrHO3MPOBAHUA KATEeropun Yys3BMMOCTEN, Mpu KOTOPOM
pe3y/ibTaTbl NPOrHO3MPOBAHUS pa3genstoTca Ha true, useful u false.

Copep>xaHue 3agava MoHATuA Lenb Moaxoa JKCnepuUmMeHT 3aksoyeHue KoHTakTbI



JKCcnepumMeHTa/ibHaA oUeHKa

JaHHble PesynbTatbl

16 [ 21

B Habop gaHHbIX Ans access vector:

Values Examples Multilabel
cpe,av_nw,av_an,av_Ilc,av_ph True False
a rejﬂatJ:Eoss_en:erpr?se_weE_platform 5.2.0,1,0,1,0 v 217126 29 199
a rednat Jboss_enterprise_web_server 2.0.1,1,0,0,0 av._an 13 330 232 995
Access vector v le s4364 191961 246 325 33554

av_ph 2 684 243 641

pr_none 77 817 25263
o _ Privileges required  pruser 43924 59156 103080 26408
B Habop aaHHbIx ans privileges required: pradmin 15164 87916

po_other 229 155 9248
Privileges obtained po_user 9 837 228 566 238 403 16512
po_all 19542 218 861

cpe,pr_none,pr_user,pr_admin
a redhat jboss_enterprise_web_platform 5.2.0,1,0,0
aredhat jboss_enterprise_web_server 2.0.1,1,0,0

m 85% JaHHbIX 6blM NUCNOAb30BaHbI ANt 0byyeHus wu
15% ans TectTupoBaHus. Bce undpsbl, NnpeacTaBAeHHble

B Habop aaHHbIx ans privileges obtained: B Tabauue, npuBeseHbl nocse yganeHusa aybamkatos
AaHHbIX. HecbanaHcMpoBaHHOCTb  AaHHbIX, Oblsia
cpe,po_other,po_user,po_all COXPaHEHa, T.K. OHa OTPAXKAET UX MPUPOAY.

a redhat jboss_enterprise_web_platform 5.2.0,1,0,0
aredhat jboss_enterprise_web_server 2.0.1,1,0,0

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCcnepuMeHT 3aksoyeHue KoHTakTbI




JKCcnepumMeHTa/ibHaA oUeHKa

A aHHble PesynbraThbl

17 [21

6b1n
6a3oBble Bepcuu moamndukaumm BERT; nx
napameTpbl NpeAcTaB/eHbl B Tabauue.

B VI3Haya/IbHO MCMNOJIb30BaHbI

Parameters,

Hidden dimension . ey
in millions

Transformer layers

BERT 12 768 110
RoBERTa 12 768 125
m Kaxgas mogenb 6bina npoTectvpoBaHa  XLM-RoBERTa 12 768 125
DeBERTaV3 12 768 184

10 pa3 Ha Kaxaom Habope AaHHBbIX.
YcpeaHeHHble pe3ynbTaThl (accuracy) ¢ Ux

OTK/IOHEHMEM MNpPpeaACTaB/I€HbI B Ta6nvu_|,e.

Privileges required Privileges obtained

Access vector

BERT 0.7549 =+ 0.0029 0.9462 4 0.0017 0.8990 4 0.0016
B Takox bl HeH BDEMS RoBERTa 0.7487 & 0.0010 0.9432 -+ 0.0025 0.8895 4 0.0038
aKxKe 6eno OLEHEHO PEMA, I MROBERTa 0.6883 % 0.0530 0.9319 4 0.0060 0.8733 4 0.0019
Heobxoanmoe ans 06paboTKM AQHHbBIX:  DeBERTa-v3 0.7501 = 0.0037 0.9432 - 0.0013 0.8579 4 0.0620

BERT — 78 mc, RoBERTa - 74 mc, XLM-
RoBERTa — 74 mc, n DeBERTa-v3 — 102 mc.

B /11ana3oHbl 3HaYEHUW rMnepnapamMmeTpos,
KOTOopble 6binu NpoBepeHbl npu
ontummsaumm  BERT  ana  kaxaou
MEeTPUKMK, NpeaCcTaBaeHbl B Tabanue.

Range of values

Learning rate

Warm up epochs

Weight decay

from 9e-5 to le-5 with le-5 step, plus 9e-4 and 8e-4

from 0.00 to 1.50 with 0.10 step
from 0.00 to 0.05 with 0.01 step
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Accuracy Precision Recall F-measure Support

av_nw 0.97 0.98 0.98 32597

Access av_an 0.9068 0.84 0.89 0.86 2013
vector av_lc ' 0.86 0.84 0.85 8197
av_ph 0.77 0.61 0.68 386

Privileses  P0-101€ 0.91 0.95 0.93 11685
o uir(;gdL po_user 0.7724 0.85 0.82 0.83 6585
q po_admin 0.78 0.65 0.71 2342
Privileses po_other 0.99 0.99 0.99 34412
o tainfd‘ po_user 0.9472 0.76 0.74 0.75 1477
po_all 0.83 0.77 0.80 2920

Hyperparameter

Learning rate Warm-up steps Weight decay

Access vector 7e-05 0.50 0.01
Privileges required 6¢e-05 0.30 0.04
Privileges obtained 7e-05 0.00 0.05
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JKCcnepumMeHTa/ibHaA oUeHKa
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CPE URI

B [1porHo3MpoBaHMe OCHOBAHO Ha ABYX MOPOrax:
Predicts access vector
* cat_thr onpegensieT MUHUMYM BEpPOSITHOCTU ANS e | ST aan | avic | oV
0.9997 | 0.0007 | 0.0001 | 0.0006
nporHo3nposaHusa meTpukm CVSS; Jif;;"lﬁfffzz
Predicts required privileges = &
* max_thr onpegenseT JONYCTUMbIA AManasoH [ a0 | coort T gosre | ]
3Hal'|eHV|l\;1 OTHOCMTeanO MaKcMMyMa BepOﬂTHOCTVl, Predicts obtained privileges I
eC/IM HeT 3HaueHun Bbiwe cat_thr. N | poother | po_user | poal
0.9998 0.0002 0.0001
B bbb NpoaHaAU3MpPOBaHbl  Pas/iMyHble 3Ha4YeHus GV satagoliss
e |
cat_thr v max_thr ans Bbibopa nx KoM6UHaLMUK:
 cat_thr B gnanasoHe [0.65; 0.99] C Warom 0.01; Predictions Keoursry: ‘Useltil
cat_thr max_thr  true  partially  false
* max_thr B Anana3oHe [0.00; 0.10] C Warom 0.01. 0.81 001 70127 10564 14349  0.7379  0.8490
0.81 002 70109 10529 14402  0.7377  0.8485
0.80 001 70179 10347 14514  0.7384  0.8473
W /lna  onpejeneHus NonesHbIX  MNPOrHO30B, 0.80 0.02 70159 10315 14566  0.7382  0.8467
_ 0.80 003 70138 10290 14612  0.7380  0.8463
paccmoTpum npumep c otBeTom C114 C224 C334: 0.80 004 70112 10264 14664 07377  0.8457
« nobble KombBuHaumm Ci1i4, C224 u (334 0.79 001 70197 10143 14700  0.7386  0.8453
! 0.79 002 70175 10113 14752  0.7384  0.8448
PACcCMATPUBAIOTCSA B KQUYECTBE MOJ1e3HbIX; 0.79 003 70156 10088 14796  0.7382  0.8443
0.79 004 70129 10065 14846  0.7379  0.8438

e (114 C224 (334 C131 He ABAAETCA NONE3HbIM.

CopepxxaHue 3ajaua MoHATuA Lenb Moaxop, JKCcnepuMeHT 3aksoyeHue KoHTakTbI




Aunckyccua n 3aksroueHue

20 [ 21

0.200

B //cnonb30BaHHbIe AaHHble XapakTepusyoTcs CUBHOM

access vector

0.150

HecbanaHCMPOBAHHOCTBIO JAAHHbIX C CWIbHBIM NEpPeKoCcoM B
CTOPOHY OTAE/NbHbIX KAAcCOB. Bbliv onpoboBaHbl pas/iMuHble
NOAXOAbl, OAHAKO OHWN HE MPUHECN PE3Y/ILTATOB.

0.050

0.025

B AHanu3 rpadukoB QyHKUMM NOTepb MNOKasaja, 4YTO KaxAaas w3 R T I AR T
MCMONb30BaHHbIX  MoZesieln  AOCTAaTOYHO  ObICTPO  HauuHaeT
nepeobyyaTtbcs  (overfitting). VimeHHO nosTtomy obyuyeHue
moandukaumn BERT orpaHnymMBanoch 4 snoxamu.

B Bo BpemMsi 3KCNepuMMeHTOB, MCMNo/b3oBanancb Tonbko Te CPE URI,
KoTopble cBfi3aHbl ¢ CVE 1 k 1. OTmMeTuMm, 4TO Takue CBSA3MU
XapaKTepHbl 419 90% KoHbUrypaLmin U3 OTKPbITbIX 6a3.

0.200

privileges obtained — Train loss

Test loss

Previous Current 0475

0.150

. .. Prediction of CVSS metrics
Direct prediction . L
of CVE categories and their combination
into CVE categories

Classification Multi-class Multi-label 0075
Models Random Forest BERT 0.050
Accuracy 0.6450 0.7382 0.025

1 2

Approach o

w
8
S 0.100

5 6 7 8
Epoch

3 4 9 10
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JNlabopatopus npobnem komnbtoTepHon 6e3onacHocTn CaHKT-
MNeTepbyprckoro PesepasibHOro NCCAEA0BATENILCKOIO LLEHTPA

PoccnMmckom akagaeMmm Hayk: g

Agpec: 14-a9 nvHuna B.O., 4. 39, . CaHkT-MNeTepbypr, 199178, Poccus
TenedoH: +7(812)328-71-81

dakc: +7(812)328-44-50

URL: http://comsec.spb.ru

ABTOp:

Amutpun JleBluyH, levshun@comsec.spb.ru, http://comsec.spb.ru/levshun

BnarogapHoCTb:

MiccnenoBaHMe BbINONHEHO 3a CYET rpaHTa Poccmitckoro HayuHoro poHza u
N2 22-71-00107, https://rscf.ru/en/project/ 22-71-00107/.
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